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June 11, 2024
Snowflake Data Warehouse (TS Partners Unaffected)

Background

On June 2, Snowflake indicated a recent increase in cyber threat activity targeting customer
accounts on its cloud data platform. Snowflake issued a recommendation for users to query for
unusual activity and conduct further analysis to prevent unauthorized user access.

Users and administrators are encouraged to hunt for any malicious activity, report positive
findings to CISA, and review the following Snowflake notice for additional information:

https://community.snowflake.com/s/article/Communication-ID-0108977-Additional-Information

TS Partners Unaffected

TS Partners is not a customer of Snowflake and does not use its data warehouse /data lake
services in any areas of the TS Partners business and services to/for Clients.

Additional Information:

Snowflake recently observed and is investigating an increase in cyber threat activity targeting
some of its customers’ accounts. Snowflake believes this is the result of ongoing industry-wide,
identity-based attacks with the intent to obtain customer data and does not believe this activity
is caused by any vulnerability, misconfiguration, or malicious activity within the Snowflake
product. Throughout the course of the ongoing investigation, Snowflake will inform the limited
number of customers who may have been impacted.

For questions regarding Policy, contact CEO or COO.
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